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OVERVIEW

1. Orkut fails to expire the orkut_state session cookie from the server side even when the
user logs off from Orkut upon clicking "Sign-Out” from the application. The cookie is
cleared from the client side (browser), but is not cleared from the server side. If re-
used, it provides access to the user's Orkut account.

2. Upon logging in again, a new orkut_state session cookie is created, but the old session
cookies still stay active on the server side. Therefore, any session cookie can be re-
used to gain access to the user's Orkut account.

DETAILED DESCRIPTION

Upon successful authentication to Orkut, Orkut sets a session cookie named orkut_state. The
orkut_state cookie is set to expire at the end of the browser session. Upon logging off from
Orkut via the "Logout” link, the orkut_state session cookie is cleared from the browser's cookie
memory.

However, the orkut_state cookie entry stays active on the server side. If a valid okut_state
cookie is re-used, even after logging off, Orkut allows access to that user's mail account. Net-
Square has tested that orkut_state session cookies stay active indefinitely. Our testing has
shown that it was possible to successfully re-use an orkut_state session cookie for a period of
two weeks since its creation.

Secondly, Orkut does not seem to check for duplicate or multiple orkut_state cookies being
sent in the same HTTP request. It is possible to send a number of orkut cookies in the same
HTTP request and yet gain access to a user's Orkut account, with at least one of the
orkut_state cookies belonging to a valid session some time in the past.

The best practices for session handling would involve expiry of all session related cookies and
tokens from the server side, as well as an attempt to clear them from the client side. Server
side sessions should also be checked for periods of inactivity. If there is no user activity
detected for a pre-defined period of time, the application should clear the session cookie and
variables.
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PROOF OF CONCEPT

We have used an account "netsquare.test” for demonstrating these vulnerabilities. Testing was
performed with Mozilla Firefox 1.5 with the following privacy settings, as shown in figure 1.

Options > Privacy > Cookies
"Allow sites to set cookies” is checked on.

"for the originating web site only" is checked on.
Keep cookies "until | close Firefox".

— As you hrowse the weh, information about where you have heen, what you have done, etc
. i} is kept in the following areas.

General
»  History Clear
f(@a) —
»  Saved Form Information Clear
Privacy
»  Saved Passwords
— »  Download Manager History Clear )
Web Features
v  Cookies
(" Cookies are pieces of information stored by web pages on your computer. They
Downloads are used to remember login information and other data.
s ™ Allow sites to set cookies ( Exceptions ) ( View Cookies )
u E for the originating weh site only
Advanced
Keep Cookies: [ until | close Firefox | )
»  Cache [ Clear )
<« f » >
Clear all information stored while browsing: [ Clear &ll )

6—0"—3 CCancel )

The above settings ensure that all cookies are cleared every time the browser is shut down.
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Step 1: Login to Orkut

Open the URL http://www.orkut.com/ and enter your username and password.

orkut

Sign in to orkut with your orkut login
or

Google Account

Username/Email: |netsquare test

Password: I* sh bk

[~ Remember me on this
computer.

Sign in |

Forgot your password?

If you don't yet have a Google
Account, enter your orkut username
and password.

If you have questions, please see our
orkut account FAQ

After a couple of redirections, the browser will be pointing to the main Orkut login page at:

https://www.orkut.com/Home.aspx...
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£ orkut - home - Mozilla Firefox n
File Edit View Go Bookmarks Tools Help
(4 » | (] |X‘ Im’ O it Seawev orkul.comiHome.asps Q@ ~1Gl
Getling Staried  Latest Headlines v
Hpisavle SLcss < Forms £ Images [} j (3] Zoutine [SResize S Tools
l.com | My Account | Help | Loqout

T Miew Source | £ Oplions

orkut

Home | Friends | Messages | Communities | Search | Media | News

my friends (D)

add friends

no ghoto W
elcome, netsquars

You are connacted to 13,060,485 pzople through 0 friends.
Grow your network now!

& profilke
@ altun Next steps:
Create friend qroups to organize your connections.
A, settings
B 1sts Today's fortune:
= The philosophy of one century is the common sense of the next
& scrapbaok

2 vieu testincnials

ﬁ Holiday wishlist? - Entar your online holiday wishlists on orkut and share them with your friends!

in affllation with Google

Done

Step 2: Inspect cookies

After logging in, if we view the cookies currently set in our browser, we find the following two
cookies set for "™.orkut.com":

orkut _state
TZ
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The figure below shows the cookies set in our browser:

¥ AnEC Cookie Editor v0.2.1.0 = =101 ]
ilter/Refresh
Site Cookie Name
google.com rememberme
google.com SID
Wi, google.com GA3T
wWww.google.com LSID
wiww.google.com GoogleAccountsLocale_session
winy. 0rkut.com T

MNote! The list above is not updated automatically when the Cookie Manager is open.

Information about the selected Cookie
Name: orkut_state
Content: ORKUTPREF=ID=7345706409186580791:INF=0:SET=111236436:LNG=0:CNT=0:RM=0:USR=bmV¥0c3F1YXJILhRI

Domain: .orkut.com
Path: f
Send For: Any type of connection
Expires: atend of session

The orkut_state cookie is a session cookie, which is set to expire whenever the browser
terminates.

In our test, the orkut_state cookie observed was:

or kut _st at e=ORKUTPREF=I D=7345706409186580791: | NF=0: SET=111236436: LNG
=0: CNT=0: RMF0: USR=bmVVOc3F1YXJIl LnRI c3RAZ21haWw Y29t : PHS=: TS=113946496
2: LCL=en- US: NET=1: GC=DQAAAHI AAACHt 2C7&yE_QHHwht g6l r whbxX3HV dcOBebU
Yl _kAdVM swovt p02j EeHQoei 3Ei UvVUIQBBWRhNQMBxaRt 2MASDJdOT55CXFLclel 380
0Xzj Yi _OP- Muf r dZ5G38Q ecK209qJT6ggvWIOpk9z Ar SUQVA5x F1BnDgwOr ZAX4A:
S=JBeeckM)uy LMUSr ssoOYYx8XTno=: ;

Pat h=/

Save this cookie for future use.

The request header (after clearing the login form) going to
https://www.orkut.com/RedirLogin.aspx is as follows:

GET / Redi rLogi n. aspx?nmsg=0&page=ht t p¥B8AY2F¥2Fwwv. or kut . comP2F&aut h=
DQAAAHVAAACSHAZG vW Lbf RURHF_8Hi 8XpPuWOO_| t YAdbt k2pXuHLyj j dS
r Gu7PqQBKXdL- zFt TEnb- xT- zKsZS3t gTf | Rl 7zkQSi hw_- s6y_8JM HEt Zyr YN
HNEd7RLt s1NXUFi f LMJG eAbyHL1TI kFbSUI aR- OsB52kcnpPr a82TcxKQ
HTTP/ 1.1

Host: www. or kut.com

User - Agent: Mzilla/5.0 (Wndows; U Wndows NT 5.0; en-US;

rv:1.7.9) Gecko/ 20050711 Firefox/1.0.5

Accept: text/xm ,application/xm,application/xhtm +xm ,text/htm;
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g=0. 9, text/ pl ai n; g=0. 8, i nage/ png, */ *; q=0.5
Accept - Language: en-us, en; q=0.5
Accept - Encodi ng: gzi p, defl ate
Accept - Charset: |1SO 8859-1,utf-8;q=0.7,*;9=0.7
Keep- Al'i ve: 300
Connection: keep-alive
Referer: https://ww. googl e. conf account s/ Servi ceLogi nBoxAut h
Cooki e: TZ=-330

The response header received is as follows:

HTTP/ 1. x 200 OK
Cache-Control : no-cache, mnust-revalidate, no-cache="Set- Cookie",
private

Expires: Fri, 01 Jan 1990 00: 00: 00 GMr

Pragma: no-cache

Set - Cooki e: orkut _st at e=ORKUTPREF=I D=7345706409186580791: | NF=0: SET=
111236436: LNG=0: CNT=0: RM=0: USR=bmVOc3F1YXJI LnRl c3RAZ21ha
Ww Y29t : PHS=: TS=1139181125: LCL=en- US: GCC=DQAAAHEAAAA5RS
pNO2t OLt 02zgeCKe6l hUCO7I nlLi KODJuTde09z| AbsKkyPswly84g
NFJ OX7 MINPDETKsr CQONBP- ss_ 03dFnHqDHf ak QowBYuZFNo048Je5
t hF4uV] WwLgkwu2RsbTEs 1gMDGVFs| qUf S- ay Yl 381K1nDwyd7xAwh
3ZUl YA: S=GG XWaaUGxawkChpKuFLs/ |1 25Q=: ; Domai n=. or kut .
com Path=/; HttpOnly

Cont ent - Type: text/htm; charset=utf-8

Tr ansf er - Encodi ng: chunked

Cont ent - Encodi ng: gzip

Date: Mon, 06 Feb 2006 06:12: 06 GMI

Server: GFE/ 1.3
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Step 3: Log out of Orkut

Use the "Logout” link to log out of Orkut. The session cookies will be cleared from the
browser's memory. The following screenshot shows there are no session cookies remaining in
the browser's memory.

¥ AnEC Cookie Editor v0.2.1.0 =10} x|
ilter Refresh
Site Cookie Name
google.com rememberme
wWiww.google.com GA3T
www.google.com GoogleAccountsLocale_session
wiwww.orkut.com D

MNote! The list above is not updated automatically when the Cookie Manager is open.
Information about the selected Cookie

Name:
Content:
Host:
Path:
Send For:
Expires:

Step 4: Set the orkut_state cookie back in the browser's cookie store

Use the Firefox Add n Edit Cookies extension to insert the saved orkut_state cookie back into
the browser's cookie store. The following screenshot demonstrates this:
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%) AnEC Cookie Editor v0.2.1.0

Add/Edit Cookie - x|

Information ahout the selected Cookie

Name:  orkut_state

Content:  ORKUTPREF=ID=7345706409186580791:INF=0:5ET=111236436:LNG=0:CNT=(

Host  www.orkut.com

Path:
Send For: @ Anytype of connection O Encrypted connections only
Expire at end of session
Expires: © B o2

O New expiration date:

( save ) ( close )
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Step 5: Browse to https://www.orkut.com/

Once the cookie is set, as described above, point the browser to http://www.orkut.com/.
After a few HTTP redirects, it will land you into the user's mail account.

T

File Edit View Go Bookmarks Tools Help

[« (el | O hitps:iiweav.orkut comiHome.aspx 8 IC
Gefting Started  LatestHeadlinas v
K oisable pC8s “ Forms 7 Images & Information | Miscellansous 2 Outline T Resize # Tools T view Source [ i Options

netsquare.test@gmail.com | My Account | Halp | Logout k
Home | Friands | Messages | Communitias | Search | Media | News Of Ut
my friends (0)

add friends

my communities ()

phot,
Welccme, netsquars

You are connactad to 13,060,485 people through 0 frands.
} 1

Grow your network now

4 peafile
@ altun Next steps:
Py Invita more friends to join orkut

settings
i ists Today's fortune:
o The philosophy of one century is the common sense of the next
& orepbosk

A view testimonials

ﬁ Holiday wishlist? - Enters your onbine holiday wishlists on orkut and share them with your friends!

wyAvorkutcom &

Done

IMPACT

Session cookies such as the orkut_state should be cleared at both the client side as well as the
server side upon termination of the authenticated session. Orkut fails to clear the orkut_state
cookie from the server side. It was observed that orkut_state session cookies stay active for
two weeks after they are created. If at any point during a user's Orkut session, the orkut_state
cookie has been intercepted or recovered, an attacker can gain unauthorized access to the
Orkut account long after the user signs off. Even if the user logs in again with a new
orkut_state cookie, the old ones never expire, and the replay attack still works.

It has been observed by Net-Square that sending HTTP requests with multiple orkut_state
cookies also works, and lets the attacker gain unauthorized access to a victim's Orkut account.

Changing the password has no effect either, since an orkut_state session cookie once set after
proper authentication stays working.
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WORKAROUNDS/FIXES

Google has fixed this problem on their side. Session cookies are now set to expire within 24
hours from the server side, as opposed to two weeks. Net-Square was checking this
vulnerability almost every week. The vulnerability seems to have been fixed around 05
January, 2007.

VULNERABILITY REPORTING AND STATUS

Date of discovery: 01 February 2006

Date of reporting to Google: 10 February 2006

Follow-up emails: 22 February 2006, 20 June 2006, 10 December 2006
Vulnerability fix from Google: January 2007

CREDITS

AnEC Cookie Editor - http://addneditcookies.mozdev.org/

CONTACT

Net-Square Solutions Pvt. Ltd.

1 Sanjivbaug, Paldi, Ahmedabad 380007, India
Tel: +91 79 2663 7090

Fax: +91 79 2663 8051
http://net-square.com/

DISCLAIMER

The information contained in this advisory is the copyright (c) 2006 of Net-Square Solutions Pvt. Ltd. and believed to be
accurate at the time of authoring, but no representation or warranty is given, express or implied, as to its accuracy or
completeness. Neither the author nor the publisher accepts any liability whatsoever for any direct, indirect or
consequential loss or damage arising in any way from any use of or reliance placed on, this information for any
purpose.
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